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   1 - 1   em35x development kit user guide   120- 4030 - 000e   1   about this guide   1.1   purpose   this document describes the ember em35x development kit and explains how to set up its hardware and use the ember  insight adapter   (isa3) .   for information on  developing and debugging applications with insight desktop, see its on - line  html help .   for information on  designing   and debuggi ng an application based on silicon labs'   emberznet pro  software  stack, refer to   d ocuments 120 - 3029 - 000,   ember application develop ment fundamentals ,  and  120 - 035x - 000,  the  em35x datasheet .   see section  2.7 , documentation, for  a list of  other  em35x  documents of interest .   1.2   audience   this document is intended for  embedded software and hardware engineers who are responsible for developing  wi reless applications with the ember development kit .   this document assumes that the reader has a solid  understanding of embedded systems design and programming in the c language. experience with networking and  radio frequency systems is useful but not expec ted.   1.3   documentation conventions   notation   meaning   example   italics   identifies on - screen software menu  options.   connect   uppercase   identifies a keyboard key.   enter   right - angle bracket    delimits a series of software program  menu options to be clicked.    open   >   save   courier  identifies software code and, in body text,  variables.   void main(string[] argv)  the buffer variable   courier italics   identifies a variable name.   ipaddress   1.4   getting help   development kit   customers are eligible for training and technical  support. you can use the  silicon labs   web site  www.silabs.com/zigbee   to obtain information about all ember products and services. you can also contact  customer support at  www.silabs.com/zigbee - support .  

   1 - 2   em35x development kit user guide   120- 4030 - 000e   if you have any questions about your development kit, contact your account representative at one of the  following locations:   united states   25 thomson place   boston, ma 02210   telephone: 617 - 951- 0200   fax: 617 - 951- 09 99  asia/pacific   hk spinners industrial bldg, phase 5   5/f flat d   760 - 762 cheung sha wan rd  kowloon   hong kong   telephone: +852 - 8120 - 5375    europe   unit  300 science park   milton road   cambridge cb4 0xl , uk   telephone: 44 (0) 1223 423322   fax: 44 (0) 1223 423390        

   2 - 1   em35x development kit user guide   120- 4030 - 000e   2   introducing ember development kits   2.1   overview   the em35 x   development kit is used for application design and development. the development kit contains a  variety of hardware for quickly creating a prototype of the customer?s hardware,  emberznet pro ,  silicon labs'  implementation of the zigbee pro stack software sp ecification, and various development tools which enable the  development of the customer?s application software.    emberznet pro   runs on top of an ieee 802.15.4 - compliant radio and link layer software.  emberznet pro   is a  self - organizing, self - healing mesh ne tworking proto col stack. combined with the   powerful ieee 802.15.4  compliant  ember  radios, the emberznet network stack provides complete networking services from the physical  layer up to a reliable application profile support layer. the stack produces netwo rks that are reliable, flexible,  secure, and easy to use.   emberznet   pro 1   provides a common application programming interface (api) that utilizes the underlying layers.  this api provides support for the following layers of the open system interconnection re ference model (osi  model):   ?   phy:   radio control   ?   mac:   medium access   ?   link:  route discovery   ?   network:  routing, association   ?   application:  application profile support for reliable message delivery   the  emberznet pro   stack can be used to build zigbee - based applicatio ns. applications that are built on this  stack benefit from the following features:   ?   phy and mac layers comply with the ieee 802.15.4 - 2003 standard   ?   link and network layers comply with the latest zigbee specification   ?   the aps layer provides the interface to th e application for data transfer and management, including  reliable transport and binding.    the development kit includes insight desktop which facilitates application development and debugging. insight  adapters (isa3s) incorporate power - over - ethernet (poe)  capability, which can simplify node deployment in the  test environment. breakout boards provide a direct connection for debugging customer - designed hardware.   for  detailed information about the ember  customer hardware debug interface, see  d ocument 120 - 2009 - 000,  the  em35x breakout board technical specification .                                                                 1   the release version of emberznet  pro  at  the time of this writing is 4.0.  

   2 - 2   em35x development kit user guide   120- 4030 - 000e   2.2   development kit   contents   table  2 - 1   summarizes the components and the specified count for each component in the em35x development  kit.   table  2 - 1 . em35x development kit components   component   em35x development kit   insight adapter (isa3)   3   em357  sample chip   10   em35x breakout board   3   em35x modules   9 2   data emulation interface (dei) cable   3   ember happy fun ball   1   insight port (isp) cable   3   radio frequency cable   1   power - over - ethernet switch with power supply   1   usb power supply with adapters   3   em35x  quick start guide   1   insight desktop cd   1   iar embedded workbench cd   1   us -to - multinational ac plug power adapter kit   1   aaa  battery  p ack   3   ethernet cable   3   usb cable   3   2.3   hardware requirements   ?   pc with ethernet connectivity   ?   network hub with dhcp  server   2.4   software requirements   ?   microsoft windows xp   ?   java, version 1.5v6 or later   ?   adobe acrobat reader (available free from  http://get.adobe.com/reader/ )                                                                 2   three em35x modules are installed on em35x breakout boards; six em35x modules are included in the em35x  module box.  

   2 - 3   em35x development kit user guide   120- 4030 - 000e   2.5   hardware   ?   breakout  b oards   serve as test beds for network hardware and applications. each breakout board has  an associated  em35x module , which can be deployed as a node within a network application. each  breakout board connects with an insight adapter ( isa3) through two communication links: the  insight  port   (isp)  and the  dei   port.  this allows the breakout board?s em35x module to interface with insight  desktop (i sd) through the isa?s insight port and its wired ethernet connection. these interconnections  are described later in this chapter. the breakout boards also have a prototype breadboard area for  application - specific hardware development.   ?   em35x  modules  contain   the ember em35x system - on - chip (soc) solution providing a complete radio  and microcontroller solution. all modules are pin - compatible, and they can be directly attached to  a  breakout board.   ?   insight  a dapters   (isa3s) each  connect a breakout board to the eth ernet. each adapter transmits  network data collected via its insight port and conveys it over its ethernet connection to insight  desktop. it also picks up any messages or new software that is addressed to this breakout board.   the insight port is a cabled c ommunication link between the isa3 and the em35x module mounted on the  breakout board.   ?   insight port  c ables   connect each isa3 to a breakout board.   ?   aaa  battery  p acks   that attach to  a  breakout board  enable  deployment of battery - operated nodes.   ?   usb power suppl y with adapters  power breakout boards and / or isa3s from wall sockets.   ?   ethernet  c ables   connect isa3s to an ethernet subnet.   ?   data  e mulation interface (dei) cables   provide a peripheral interface connection between the isa 3   and  breakout board. the dei cable  supports uart functionality.   2.6   software   the ember development kit contains two cds   for :   ?   insight desktop   ?   iar embedded workbench     2.6.1   insight desktop   installation components and associated documentation:   ?   emberznet  pro  network stack library and apis: debug and release builds (see   table 3 - 2 )   ?   hal library   ?   insight desktop   ?   sample  programs (see table 3 - 3)   2.6.2   iar  embedded   workbench   licenses and support are provided separately and can be obtained from   iar systems at  http://www.iar.com .   2.7   documentation   d ocument 120 - 4031 - 000,   em35x quick start guide ,   is shipped with the em35x development kit. all other  documents listed below are available  from  silicon labs? ember support page  ( www.silabs.com/zigbee - support )   as adobe pdf files or as on - line html help :   ?   em35x  development kit  user?s guide (this document)   ?   application development fundamentals   (120 - 3029 - 000)  

   2 - 4   em35x development kit user guide   120- 4030 - 000e   ?   testing and debugging  applications   (120 - 3030 - 000)   ?   advanced application programming with the stack and hal apis   (120 - 3031 - 000)   ?   emberznet   api reference: for the em350 soc platform   (120 - 3022 - 000)   ?   em35x breakout board technical specification   (120 - 2009 - 000)   ?   insight adapter  (isa3)  technical specification   (120 - 2010 - 000)   ?   em35x module technical specification   (120 - 2011 - 000)   ?   em35x datasheet  (120 - 035 x - 000)   ?   insight desktop user?s guide   (120 - 4005 - 000 and on - line html help)   ?   application notes (various)   2.8   before you begin   the em35x development kit is designed only for the operating conditions and interfaces specified in   ember  documents 120 - 2010 - 000,   the   insi ght adapter  (isa3)  technical specification ,   and  120 - 2009 - 000,  the   em35x  breakout board technical specification . any modifications or alterations to the hardware are liable to cause   irreparable damage to the em35x development kit, and shall render its warra nty null and void.   if you wish to use the em35x development kit in a non - standard fashion, consult with ember customer support  or ember sales before starting custom development. this is especially true if you are embarking on an  aggressive development cycl e, plan to use custom hardware, or wish to use alternate software configuration  files, images, or hardware configurations. contact us and describe your plan, so we can help you minimize the  risk of delays in your development cycle.  

   3 - 1   em35x development kit user guide   120- 4030 - 000e   3   development kit components   3.1   overview   figure  3 - 1   shows the components in the em35x series development kit.   figure  3 - 1 . em35x series development kit     this chapter describes the  hardware and software components in the  em35x series development  kit.  

   3 - 2   em35x development kit user guide   120- 4030 - 000e   3.2   hardware   the em35x seri e s development kit development board set has three major  hardware  components:   ?   breakout board   ?   em35x module   ?   insight adapter (isa3)   the em35x series development kit also includes  the following components:   ?   us - to - multinational ac plug power adapter kit   ?   power - over - ethernet (poe) switch   ?   usb power adapters   ?   miscellaneous cables (usb, dei, insight port, and rf coax)   3.2.1   em35x breakout board   figure  3 - 2 . em35x breakout board     the breakout board ( figure  3 - 2 ) has the following components:   ?   external power supply connectors   ?   one db - 9 serial p ort connector for rs - 232 serial communication   ?   one header with ttl - compliant uart signals for spi serial communication  

   3 - 3   em35x development kit user guide   120- 4030 - 000e   ?   a buzzer, two buttons, two leds, and a temperature sensor for application development purposes   ?   hardware reset buttons for the em35x module   ?   prototype or breadboarding area (28 x 20, 0.1? pitch array) for application - specific hardware  development   ?   one insight data emulation interface connector   for detailed informatio n about the breakout board, see  document 120 - 2009 - 000,  the  em35x breakout board   technical specification .   3.2.2   em35x module   the em35 x   series development kit module pictured in  figure  3 - 3   is used together with the development kit  breakout board to prototype customer hardware, and to develop and debug application software. its low - power  design represents a good starting point f or your own product design.    figure  3 - 3 .  em35x  breakout board with em35x  module  installed     the  em35x   module includes these components:   ?   the ember   em35x soc   (ieee 802.15.4 - compliant, 2.4 ghz radio transceiver with   arm ?   cortex ? - m3   microcontroller).   ?   all off - chip components required for optimum soc performance   ?   two leds   ?   insight port connector  

   3 - 4   em35x development kit user guide   120- 4030 - 000e   for detailed information about the   em35x   module supplied with your kit, see  document 120 - 2011 - 000,  the  em35x module technical specification .    once you move away from the  em35x module   and toward application - specific hardware, refer to  the  extensive  ember  reference design library at   www.silabs.com/zigbee - support .   each reference design provides a schematic,  b ill  of  m aterial s   (bom),  characterization data ,   and layout files. they are designed and delivered in a manner  that reduces both time to market   and hardware implementation risk. for assistance in locating the best design  for your needs,  contact support   at  www.silabs.com/zigbee - support .   3.2.3   insight adapter (isa3)   insight  adapter (isa3) provides an  e fficient   and configurable debug interface to the development kit breakout  board for processing emulation and debug commands. it also provides an interface to insight desktop for  monitoring and managing network data.    the isa3 has the following components:   ?   debug port interface to the breakout board?s extended debug interface connector   ?   insight port interface to the radio communication module, providing programming and debugging  services   ?   tcp/ip 10/100 ethernet interface with power - over - ethernet functionality   ?   u sb interface   3.3   acceptable power sources for normal operation   table  3 - 1   lists all of the components and the acceptable combinations of power sources that yield normal  operation. potential power sources include the following:   ?   power - over - ethernet (poe) switch   ?   aaa b attery pack (3vdc)   ?   usb cable   ?   connected to pc   ?   connected to usb power supply with adapters   ?   power over insight port on isa (the  t arget   p ower  s elect switch on the front panel must be se t   to  int   (internal) ) .   ?   from rcm dedicated power   ?   ex ternal dc adapter (not supplied with the development kit)  

   3 - 5   em35x development kit user guide   120- 4030 - 000e   table  3 - 1 . safe combination of  operating   power     poe   external dc   aaa  battery  pack   isa 3   insight  port   usb   breakout  board   insight adapter (isa3)   x  n/a   n/a   n/a   x  n/a   em35 x   module   n/a   n/a   n/a   x 1   n/a   x  em35 x   breakout board   n/a   x 2   x  x 3   x  n/a   3.3.1   power - over - ethernet (poe) switch   the em35 x   series development kit contains a  netgear   8 - port power - over - ethernet (poe) switch that supplies  power to an isa3 over a standard tia/eia - 568 category 5 cable. the isa3 can, in turn, supply power to an  em35x   breakout board and the module that is mounted on it. thus, you can place breakout boards w herever an  ethernet cable connection is available.   the dc operating power for data terminal units is fed through unused pairs 7/8 and 4/5. for more information  about the  netgear   switch, see its  online technical specifications .   the  netgear   poe s witch that is supplied in the  em35 x   series  development kit is certified by  silicon labs . if you  wish to use a diff erent poe switch, consult  customer support at  www.silabs.com/zigbee - support .   3.3.1.1   us - to - multinational ac plug power adapter kit   the us - to - multinational ac plug  power   adapter kit ( figure  3 - 4 ) is a set of 3 power adapters for use with the  netgear poe switch. these three interchangeable plugs are provided with various port configurations suitable  for various locales: north america,   europe, united kingdom, and australia.                                                                 1   power is sourced from isa3 to the rcm module using the insight port cable connected to the isa3 with its target  power select switch set to  int   (internal) .   2   external dc power between 4v and 20v can be connected to clip leads j1 (+) and j32 ( - ) on the em35x breakout  board.   3   power is sourced from  isa3 to  the  e m 35x breakout board  using  the insight port  cable  connected to the isa 3   with its  t arget   p ower  select s witch set to  int   (internal) .  

   3 - 6   em35x development kit user guide   120- 4030 - 000e   figure  3 - 4 . us - to - multinational ac plug  power   adapter kit     3.3.2   usb power supply with adapters   the usb power adapter ( figure  3 - 5 ) is a linear regulated wall plug power  supply   with 5v dc at 1a regulated  output. it has  a  usb type - b connector for connecting power  via a usb cable  to the us b port of the isa3 or  breakout board. four interchangeable snap - in input plugs are provided with various port configurations suitable  for various locales: north america, europe, united kingdom, and australia.  

   3 - 7   em35x development kit user guide   120- 4030 - 000e   figure  3 - 5 . usb power supply with interchangeable ac  adapters     3.4   software   the em35 x   series development kit contains the following software components:   ?   network stack   ?   hardware abstraction layer   ?   sample applications   ?   insight desktop   3.4.1   network stack   the  emberznet pro   network stack is an advanced implementation of the zigbee pro wireless protocol sta ck  which provides mesh routing algorithms for creating  reliable , flexible, and secure networks. the stack?s aps  layer provides interfaces for delivering messages reliably. the network stack api is documented in  documents  120 - 3009 - 000,  advanced application  programming with the stack and hal apis ,   and  120 - 3009 - 000,  the  ezsp  reference guide ,  as well as  120 - 3022 - 000,   emberznet api reference: for the em35x soc platform ,  also  available in html .   the network stack is delivered as a collection of libraries that you  can link to your applications. the libraries  are available in both release and debug build versions:   ?   debug build   implements features that facilitate application debugging, such as error checking and an  interface to insight desktop, which provides informati on about traffic flow, api traces, error  conditions, and more.   ?   release build   omits debugging functionality, so it is smaller and runs more efficiently. use this build in  your application after it is fully debugged and ready for product release.  

   3 - 8   em35x development kit user guide   120- 4030 - 000e   ?   stub librar y   is a library used for resolving references but which has no functionality. for those libraries  which are not needed by the application, the stub library must be linked in order for the stack to build  properly.    table  3 - 2   lists the emberznet  pro  stack and associated libraries.   note:    table  3 - 2   shows the base library name, but it does not duplicate entries for the debug and stub  libraries because they are self explanatory.   table  3 - 2 . em berznet  pro  stack and  associated   libraries   library name   description   alarm - library   alarm library   binding - table - library   binding table library   end - device - bind - library   end device bind library   security - library - core   core security library   security- library- core- end- device  core security library for end devices. this library is smaller than the  full core security library.    security - library - link - keys   library to handle optional link keys   zigbee - pro - stack   core zigbee  pro  stack functionality   3.4.2   hardware abstraction layer   the hardware abstraction layer (hal) acts as a conduit between the network stack and the node processor and  radio. separating network stack functionality from the specific hardware implementation enables easy  portability. hal cod e is provided as a library that you can alter in order to customize, extend, or reduce device  functionality across various hardware platforms.  the hal api is documented in  document 120 - 3022 - 000,  the  emberznet api reference: for the em35x soc platform .   3.4.3   samp le applications   the  em35 x   series  development kit contains sample applications. these demonstrate aspects of the network  stack that show the breadth of stack functionality.  silicon labs   provides an iar project and workspace file for  each application.  table  3 - 3   lists the sample applications that are in the current distribution. all applications are  in the  app   directory.  

   3 - 9   em35x development kit user guide   120- 4030 - 000e   table  3 - 3 . development kit sample applications   application name   directory   description   smart energy / home automation   ha  a n application framework that can be set   up  to implement zigbee smart energy devices or  zigbee home automation devices. this  includes an implementation of the zigbee  cluster library  that   allows building of any of  the se or ha devices .   nodetest   nodetest  a low - level test program meant for function al  testing of rf modules .   sensor & sink   sensor  an example of a complete application that  implements a distributed sensor network with  one   or more data collection points (called  "sensors") and  one   or more data storage points  (called "sinks") .   zigbee  device object (zdo) sample   zdo  a n example of how to send zdo messages  using the zdo library .   manufacturing library sample   mfglib  a n example of how to use the manufacturing  library .   standalone bootloader demo   standalone- bootloader- demo   an example of how to use  the   bootload er   library utilities.   application bootloader demo   app- bootloader- demo  an example of   how to integrate the application  bootloader utility library into an application .   3.4.4   insight desktop   insight desktop (isd) is a graphical   tool that manages the development kit hardware and displays network and  node activity in real time (see  figure  4 - 1 ). it provides a rich and flexible interface to embe r - embedded  networks, which helps you develop and debug new network applications.   insight desktop includes these features:   ?   an integrated development environment (ide) with multiple editor panes that provide tiered views of  network activity, letting you dril l down from a high - level map of node interactions to the details of  each packet.    ?   customizable filters that let you specify exactly which network activities to display.   ?   log files that save captured data, so you can step through transactions and events for  detailed  analysis.   ?   a file browser that lets you easily upload new applications to any connected node.   an adapters view shown in  figure  3 - 6   allows you to interact with the isa3s and rcm to download new firmware,  reset, and manage each of the devices.  

   3 - 10   em35x development kit user guide   120- 4030 - 000e   figure  3 - 6 . insight desktop     for detailed information about insight desktop, refer to  document 120 - 4005 - 000,  the  insight desktop user?s  guide ,   and  insight desktop ?s   on - line html help .    

   4 - 1   em35x development kit user guide   120- 4030 - 000e   4   setting up hardware components   4.1   overview   this chapter contains the following sections:   ?   etrx3   radio  communications   module (rcm)   ?   hardware connections   ?   connecting   the breakout boa rd and rcm   ?   breakout board power configurations   ?   breakout board serial configurations   ?   common hardware configurations   ?   connecting the rf cable to the rcm   4.2   etrx3   radio  communications   module (rcm)   the  em35x  series  development kit contains various types of etrx3   radio communications  module s   (designed by  silicon labs ? partner,  telegesis) . these   modules contain either the em357 or em351 ic and are   configured to use  either   the ceramic antenna or the on - board rf connector (u.fl) . some module variants also include a power  amplifier.  these   configuration options are noted in the module product   label , as shown the example label in  figure  4 - 1 . the top line contains the  silicon labs   part number, while the bo ttom line contains the module serial  number. the module serial number is also listed in the hardware identification list attached to your  quick start  guide . you can determine the eui - 64 of each module based on this list.   figure  4 - 1 . module product serial number label     the modules shipped already installed on breakout boards are module variant em357 - mod - ant - t. all other  module variants are contained in the module variety pack. refer to  table  4 - 1   for configuration comparisons of  the modules included in your  development kit . there are three additional em351 module variants not included  in the  development kit  that are available for purchase. contact your sales representative or distribut or for more  details on these module variants.  

   4 - 2   em35x development kit user guide   120- 4030 - 000e   table  4 - 1 .   module product variant matrix   silicon labs   part number   telegesis part number   silicon  labs   product  number   ic   antenna or  connector   pa or  non- pa   qty  included  in kit   em357 - mod - ant -t   etrx357+cb   0720   em357   antenna   non -pa  3   em357 - mod -rf -t   etrx357 - hr+cb   0721   em357   connector   non -pa  1   em357 - mod -lr - rf -t   etrx357 -lr s -hr +cb   0722   em357   connector   pa  1   em357 - mod -lr -an -t   etrx357 -lr s +cb   0723   em357   antenna   pa  2   em351 - mod - ant -t   etrx351+cb   0724   em351   antenna   non -pa  2   em351 - mod -rf -t   etrx351 - hr+cb   0725   em351   connector   non -pa  0   em351 - mod -lr - rf -t   etrx351 -lr s -hr +cb   0726   em351   connector   pa  0   em351 - mod -lr -an -t   etrx351 -lr s +cb   0727   em351   antenna   pa  0   4.3   hardware  connections   to avoid communication problems, verify that each radio communication module is firmly seated in its  breakout  board   connector, and its insight port cable is properly seated.   4.4   connecting   the breakout board and rcm   refer to  document 120 - 4031 - 000,  quick start guide ,   included in your  development kit   for detailed step - by - step  instructions  for  setting up your hardware.   two hardware modules attach to the em35x breakout board:   ?   radio  communication module (rcm)   ?   insight adapter   caution:    observe electrostatic dischar ge (esd) precautions when removing, handling, or replacing rf  communication modules.   to attach the radio communication module:   align the radio communication module to its footprint outline on the breakout board,  and then   press it into  place. make sure that   the  rcm  sits firmly in its mating connector.    to remove the radio communication module:   ?   carefully pull the  rcm  away from the breakout board.   to attach the insight adapter:   1   plug the insight  port  cable into the insight adapter.   2   plug one end of the insight  port  cable  into the 10 pin insight port (j31) on the  breakout board , and the  other end into the isa. if desired, the insight port  cable  may be connected directly to the rcm instead of  the  breakout board , but the  breakout board  connector allows for straight   cable paths and more convenient  swapping of modules.   3   verify that the insight adapter?s target power select switch is set to  int   (internal).   to remove the insight adapter:   1   unplug the insight  port  cable from the breakout board (or radio communication module ).   2   unplug the insight  port  cable from the insight adapter.  

   4 - 3   em35x development kit user guide   120- 4030 - 000e   4.5   breakout board power configurations   the breakout  board  may be powered in one of four ways:   ?   breakout board power supplied by isa3   ( figure 4 - 2 ):  the default configuration is to supply power via  the insight adapter an d insight port cable. ensure the power switch on the insight adapter is in the  int ( internal ) position. the power supply of the insight adapter is also controlled via the admin  interface. you may need to connect to the admin port of the isa and issue the ? power on? command.  no external power supply should be connected to the  breakout board   when supplying power from the  isa. the power supply jumper on the  breakout board   should be in the horizontal position, connecting  v_isa to the center pin. the v_isa led w ill illuminate when power is applied.   figure  4 - 2 . breakout board power supplied by isa3     ?   breakout board power  supplied by usb   ( figure 4 - 3 ):  the  breakout board   may also be powered via the  usb co nnector, either using a usb cable plugged in to the usb power adapter included in the  development kit , or by connecting it to your pc. the power supply jumper on the  breakout board   should be in the lower vertical position, connecting v_reg to the center pi n. the v_usb led will  illuminate when power is applied. when powering the  breakout board   in this way, ensure the power  switch on the insight adapter is  in the ext ( external ) position.  

   4 - 4   em35x development kit user guide   120- 4030 - 000e   figure  4 - 3 . breakout  board power supplied by usb     ?   breakout board power supplied by dc jumpers   ( figure  4 - 4 ):  the  breakout board   may also be  powered by an external power source that provides 4 - 20 volts dc. the power supply should be  connected to jumpers j1 (+ supply) and j32 (ground).   the power supply jumper on the  breakout board   should be in the lower vertical position, connecting v_reg to the center pin. the vin led will  illuminate when power is applied. when powering the  breakout board   in this way, ensure the power  switch on the ins ight adapter is in the ext ( external ) position.    figure  4 - 4 . breakout board power supplied by dc jumpers     ?   breakout  board power supplied by battery connector   ( figure  4 - 5 ):  finally, the  breakout board   may  also be pow ered via the battery connector, using the supplied battery packs and 2x aaa batteries. the  power supply jumper should be in the upper vertical position, connecting v_batt to the center pin.  the v_bat led will illuminate when power is applied. when powering   the  breakout board   in this way,  ensure the power switch on the insight adapter is in the ex t ( external ) position.  

   4 - 5   em35x development kit user guide   120- 4030 - 000e   figure  4 - 5 . breakout board power supplied by battery connector     the v_mod led on the  breakout board   will also illuminate to indicate that power is properly applied to  the board and the rcm.   4.6   breakout board serial configurations   serial connectivity to the  breakout board   can be ma de in a number of ways. the default configuration of your  development kit   will match your expected usage scenario .   1.   to use  the pass - through uart feature of the isa :   plug the larger 12 - pin dei cable into the dei header on  the  breakout board   and the connector   on the isa. ensure that jumpers are installed across the 8 th   (pb2) and  10 th   (pb1) rows of headers next to the dei port on the  breakout board   to pass the uart rx and tx signals  through. the serial port selection jumpers between the usb and db - 9 connectors  should be removed, or  placed on their center pins. connection to the uart pass - through port can then be made using either of  the two options below:   a.   connect to the isa using insight desktop. launch the console.   choose the  serial 1 tab .   b.   run a terminal applic ation ( for example,   microsoft telnet client,   hypertermin al, putty). connect  to port 4901   on the  isa .   2.   to use the rs - 232 interface :   connect a serial cable to the db - 9 connector on the  breakout board . ensure  the 4 jumpers above the db - 9 connector are  positioned towards the db - 9 connector to send the uart  signals to the rs - 232 transceiver, and remove the jumpers from the row of headers next to the dei port or  make sure the dei cable is disconnected.   3.   to use the usb interface :   install the ftdi usb drivers   as described  in  section 5.5,  ?installing ftdi usb  drivers? , and connect a usb cable to the  breakout board   and your pc. ensure the  four  jumpers above the  db - 9 connector are positioned towards the usb connector to send the uart signals to the ftdi chip, and   remove the jumpers from the row of headers next to the dei port or make sure the dei cable is  disconnected.   4.7   common hardware configurations   common configurations of the  breakout board   and isa can be seen in the following figures .  

   4 - 6   em35x development kit user guide   120- 4030 - 000e   figure  4 - 6 . isa supplying power ;  pass - through uart being used for serial communication     figure  4 - 7 . isa supplying power ;  rs - 232 seri al communication    

   4 - 7   em35x development kit user guide   120- 4030 - 000e   figure  4 - 8 . power supplied via usb connector ;  pass - through uart being used for communication     figure  4 - 9 . isa supplying power ;  ftdi serial < - > usb converter used for communication      

   4 - 8   em35x development kit user guide   120- 4030 - 000e   4.8   connecting the rf cable to the rcm   as detailed in  table  4 - 1 , depending on the configuration of the module, some rcms include an internal antenna  while others include an rf connector (type u.fl) where an external antenna c an be connected via an rf  adapter cable. see  figure  4 - 10  for an example of a module with an internal antenna. the rf connector may also  be used as a connection to test equipment. the  development kit   contains an rf adapter cable (type u.fl) that  plu gs into the rf connector on these modules. see  figure  4 - 11   for an example of a module with this rf  connector.   figure  4 - 10 . module with internal antenna        

   4 - 9   em35x development kit user guide   120- 4030 - 000e   figure  4 - 11 . module with u.fl rf connector    

   5 - 1   em35x development kit user guide   120- 4030 - 000e   5   installing the software   5.1   overview   ember software for the em35x platform is distributed  through silicon labs?  ember  support  portal  at  www.silabs.com/zigbee - support .  you must contact customer support for a portal username.     5.2   installing the ember stack   the ember stack  installer , ember - stack -  - em35x - dev.exe , should be installed first . it  performs the  following actions:   1.   installs t he files needed to develop applications on the ember stack into a directory specified by the  user (the default location is c: \ program files \ ember \ {release version} \   em35x . )   2.   adds a shortcut to the start menu into the folder specified by the user (default di rectory is  ember \ {release version} \ em35x).   3.   adds an entry to ?add/remove programs? (accessed from windows control panel) so the stack can be  uninstalled.   this release should be installed in a different directory from prior installations. it is possible for  multiple  installations to exist together.   5.3   installing  insight   desktop   insight desktop  can   be installed by running the insight_desktop_installer_.exe self extracting  executable found on the portal.  d ocument 120 - 4031 - 000,  em35x  quick start guide ,   inc luded in your em35 x   series  development kit provides details about installing insight desktop for the first time and running the first - time setup wizard.    5.4   installing iar embedded workbench for arm   a cd including iar embedded workbench for arm is included wi th your  development kit .   depending on which  development kit   you ordered (iar or not), you will receive either a  30- day evaluation version of ewarm or a  licensed version.   to install the iar embedded workbench for arm:   1.   insert the cd into your cd drive and follow the instructions on the installer that should automatically  appear. if the installer does not automatically start, browse to your cd drive, and click on  autorun.exe .   2.   refer to the ?quickstart installation informat ion? section of the iar installer for additional information  about the installation process and how to configure your license.  

   5 - 2   em35x development kit user guide   120- 4030 - 000e   5.5   installing the  isa3   utilities   the installer isa3_utilites_ .exe   performs the following actions:   1.   installs the usb driver for the insight adapter (isa3).   2.   installs the following command line utilities:   ?   em3xx_load.exe   ?   em3xx_isa.exe   ?   em3xx_convert.exe   3.   adds an entry to ?add/remove programs? (accessed from windows control panel) so that the utilities  can be  uninstalled.   4.   modifies your path environment variable so that the command line utilities can be easily executed  from a windows command prompt.   note:    the isa3 utilities installer should always be run after all previous installers including after iar  embedded workb ench for arm.   5.6   installing ftdi usb  drivers   to  use the usb interface of the breakout board for uart connectivity,  you must install the  drivers for the ftdi  usb< - >serial converter.  you can obtain this  driver from ftdi   at  http://www.ftdichip.com/drivers/vcp.htm .   these drivers are not required if you connect to the uart of the breakout board using the rs - 232 port or via the  pass - through uart functionality of the insight adapter.  

   6 - 1   em35x development kit user guide   120- 4030 - 000e   6   using the insight adapter   6.1   overview   the insight adapter (isa3) provides an ethernet connection to em35x devices. you can use the insight adapter to  perform the following tasks:   ?   program  and debug using serial wire or jtag.   ?   monitor packets  sent and  received by the radio.   ?   send and receive serial port   data.   ?   send and receive debugging data.   ?   turn power on and off.   ?   control reset, bootloader and gpio signals.   6.2   connectivity and  p ower   all the featu res of the insight adapter are available via the ethernet connection. the isa3 can also be  connected to a pc via usb to change the ethernet settings.   when connected via usb, the insight adapter will also be powered via usb. it should   be connected to a powe red  usb  h ub , or port on your pc that is capable of supplying full   power to connected devices.   when connected via ethernet, the insight adapter may be powered in one of two ways:   ?   using an ethernet switch that supplies pow er  over   ethernet (p o e) .   ?   using a usb  power supply .   the isa 3   will also supp ly power to the connected em35x   device  when the power switch is in the int   (internal)  position. if the connected  em35x   device  has its own power supply, ensure the power switch is   kept in the ext  (external) position.   you can connect via ethernet to the ports listed in  table  6 - 1   using either insight desktop or a terminal  application (for example,   microsoft telnet client, hypertermin al,   or  putty ).   table  6 - 1 . insight adapter ports   port   use   4900   virtual serial port on em35 x   via insight port cable.   4901   physical serial port on em35 x   via data emulation interface cable.   4902 or 23   admin  interface.   6.3   ethernet  s ettings   by default, insight adapters are configured to get an ip   address via dhcp.  they are assigned hostnames of em - isa3 - 00,  em - isa3 - 01 , etc. you  can   use   insight desktop to  discover the isa3s on the network and see their ip  addresses .  

   6 - 2   em35x development kit user guide   120- 4030 - 000e   if you are unable to use   dhcp, the ethernet configuration may be changed using the admin interface over usb  as   described in ? using the admin interface over usb .?  the   followi ng example changes the settings  to a static ip  address of 192.168.1.100 with a   netmask of 255.255.255.0 and a gateway of 192.168.1.1.   >em3xx_isa.exe  --admin "ip static 192.168.1.100 255.255.255.0 192.168.1.1"  em3xx_isa version 1.0.9  dll version 1.0.13, compiled aug 19 2009 19:42:00    success: ip: (after reboot) static 192.168.1.100 255.255.255.0 192.168.1.1    >em3xx_isa.exe  --admin "ip dhcp off"  em3xx_isa version 1.0.9  dll version 1.0.13, compiled aug 19 2009 19:42:00    success: ip: (after reboot) dhcp  off    you can change the hostname to make it more descriptive or to avoid conflicts if isa3s from multiple  development kit s are connected to the same network. to change the hostname, use the admin command  hostname set  .   6.4   using the  a dmin  i nterface  over usb   1.   connect the isa 3   to the pc using usb. only connect one isa at a time by usb.   2.   run em3xx_isa.exe   with the  -- admin option.   3.   configure the isa 3   using the com mands described in  chapter 7,  insight adapter commands .   6.5   using the  a dmin  i nterface over ethernet   1.   connect the isa 3   to the network using ethernet.   2.   connect to the admin port on the isa3 using either insight desktop or a terminal application:   ?   connect to the isa3 using insight desktop. launch the console. choose the admin tab   or   ?   run a terminal application   (e.g. microsoft telnet client, hyperterminal, putty). connect to port  4902 or 23 on the isa3.   3.   configure the isa 3   using the com mands described in  chapter 7,  insight adapter commands .   6.6   using the  s erial  p orts   connect to port 4900 or 4901 on the insight   adapter using either insight desktop or a  terminal application .   port 4900 connects to the v irtual serial port on  the  em35 x   via  the  insight port cable . the virtual serial port has  no baud rate or other settings.   port 4901 connects to the p hysical serial po rt on  the  em35 x   via  the  data emulation interface  (dei)  cable.   the  default settings are 115200 baud, 8 - n - 1 (8 data bits, no parity bit, 1 stop bit).  to change the default settings,  use  the  port   admin command. for example, for 19200 baud, 8 - n - 1, use the comm and  port 1 19200 8- n - 1 .   6.7   updating the  f irmware   periodically,  silicon labs   provides updated firmware for the insight adapter. you can perform the update   using  em3xx_isa.exe   or  em3xx_load.exe.  both   utilities  automatically   update the  firmware  to the latest ver sion each  time they run.  

   6 - 3   em35x development kit user guide   120- 4030 - 000e   to update an insight adapter over usb, run em3xx_isa.exe with no options. for example:   >em3xx_isa.exe  em3xx_isa version 1.0.9  dll version 1.0.13, compiled aug 19 2009 19:42:00  updating firmware: ember insight adapter v1 compiled may 26 2009 13:47:00  v0.2b4  replacing firmware: ember insight adapter v1 compiled feb 26 2009 21:54:00  ... firmware update successful. crc=8da7  waiting for new firmware to boot  new firmware booted successfully    to update an insight   adapter over ethernet, run em3xx_isa.exe with the  -- ip option. for   example:   > em3xx_isa.exe  --ip 192.168.1.100  em3xx_isa version 1.0.9  dll version 1.0.13, compiled aug 19 2009 19:42:00  connecting to ip address 192.168.1.100  updating firmware: ember insight  adapter v1 compiled may 26 2009 13:47:00  v0.2b4  replacing firmware: ember insight adapter v1 compiled feb 26 2009 21:54:00  ... firmware update successful. crc=8da7  waiting for new firmware to boot  new firmware booted successfully       

   7 - 1   em35x development kit user guide   120- 4030 - 000e   7   insight adapter commands   7.1   syntax conventions   element   meaning   example   literal  a command or argument that is entered exactly as  shown.   hostname read  variable   an argument that is entered  as the desired value for that  variable.   hostname set  hostname   [ | ]   an argument chosen from a list.   [on|off]   7.2   entering commands   ?   commands can be entered over usb (see  section 6.4, ? using the  a dmin  i nterface over usb ? ) or ethernet  (see  section 6.5, ? using t he  a dmin  i nterface over ethernet ? ).   ?   commands are not case sensitive.   ?   arguments are separated with a single space.   ?   backspace can be used to correct mistakes.   7.3   command list   ?   button   ?   config   ?   help   ?   hostname   ?   ip   ?   port   ?   power   ?   quit   ?   reset   ?   usbaddr   ?   version   7.3.1   button   button [0|1] [press|release]  description   simulates button 0 or 1 on the breakout board being pressed or released.     the data emulation interface cable must be connecte d.  

   7 - 2   em35x development kit user guide   120- 4030 - 000e   example   button 1 press   7.3.2   config   config  description   displays the configuration of the insight adapter   (isa3) :   ?   hostname and static ip settings   ?   ip mode (static or dhcp) and current ip settings   ?   serial port settings   ?   firmware version   ?   serial number and ethernet  mac address   ?   type, eui and board name of the attached em35 x   device     you can also view the configuration using insight desktop.   7.3.3   help   help  description   displays a list of all  isa3   commands.   7.3.4   hostname    hostname set  hostname   hostname read  description   sets or displays the hostname of the insight adapter.   the isa3 must be reset for a change to take effect.   you can also view the hostname using insight desktop.   example   hostname set mydevice3  7.3.5   ip   ip static  ipaddress netmask gateway   ip dhcp [on|off]  descripti on   sets the static ip address, netmask and gateway. these are only used when dhcp is turned off.   turns dhcp on or off.   the isa3 must be reset for a change to take effect.  

   7 - 3   em35x development kit user guide   120- 4030 - 000e   examples   ip static 192.168.1.100 255.255.255.0 192.168.1.1  ip dhcp off  7.3.6   port   port 1  port 1 baud   port 1 baud  [5|6|7|8]- [n|o|e]- [1|2]   description   displays the configuration of the serial port.   sets the baud rate, data bits (5, 6, 7 or 8), parity (none, odd or even) and stop bits (1 or 2).   examples   port 1  port 1 57600  port 1 115200 8- n - 1   7.3.7   pow er  power [on|off|read]  description   turns the power to the attached em35x device on or off. displays the current power setting.   you can also turn the power on and off using insight desktop.   example   power on  7.3.8   quit   quit  description   closes the connection to the   admin interface (ethernet only).   7.3.9   reset   reset  reset adapter  description   resets the attached em35x device.   resets the isa3 .   you can also reset the device using insight desktop.  

   7 - 4   em35x development kit user guide   120- 4030 - 000e   7.3.10   usbaddr   usbaddr read  usbaddr set [0|1|2|3|ff]  description   displays t h e usb  address configuration   of a specific isa3 .   sets the usb address configuration, range is 0 - 3 or ff (default) .   the isa3 must be reset for a change to take effect . see document 120 - 5073 - 00,  programming options for the  em35x platform , for step by step instructi ons  on   setting the address of a n isa3 .   7.3.11   version   version  description   displays the firmware version of the insight adapter.   you can also view the version using insight desktop.  

   8 - 1   em35x development kit user guide   120- 4030 - 000e   8   software tools overview   8.1   using the em357 nodetest application   the nodetest application replaces the rangetest   application provided with earlier releases. this new  application supports a more advanced command parser and provides results in a more consistent, easy to parse  format.   the nodetest application is pre - programmed on to the  radio communication modules ( rcm s )   included with your  em35 x   develop ment   kit. the pre - built application image is also located at {stack installation  directory} \ app \ nodetest \ nodetest.s37 .   you may communicate with the serial interface of the nodetest application using  the  methods described  in  chapter 6 . ensure that the serial port is configured for 115200 baud, 8 data bits, no parity, and 1 stop bit. by  default the  insight adapter ( isa 3)   is configured in this way, but it can be adjusted in this manner:   ?   connect to the admin interface of the  i sa3 .   ?   issue the baud rate configuration comment for the pass - through uart (port 1):   port 1 115200  the nodetest application provides on - line help about the available commands that can be viewed by executing  the command ?help?.   all input parameters to nodetes t are specified in hexadecimal .   8.2   running a packet error test   a typical usage scenario for the nodetest application is measurement of packet error rate (per) .  per is defined  in 802.15.4 as the percentage of transmitted packets that are not detected correctly .  the nodetest application  provides two commands "rx" and "tx" that are designed to interoperate with the "receive" and "transmit"  commands from the em250 rangetest application.   per measurement procedure:   1.   load the nodetest  application   on two em357 nodes.   2.   s et the radio to the desired channel on both nodes with the " set channel n" command where "n" is the  desired channel number in hex.   3.   issue the "rx" command on the first node.   4.   issue the "tx a" command on the second node .  (this command will transmit 10 (hex a)  packets of the  form required for per analysis .  for actual per analysis ,   send 1000 or more packets.)   5.   observe the per result in the third column of the "rx" command output , for example 1 :     > rx  {{(rx)} test start ('e'nd)}  #{{(rx)}    {num}   {seq}   {per} {lqi}  {rssi}{gain} {status} {time}       {length}}  { {    1} {    1} {  0} {0x00} {- 22} {0x31} {0x4000} {0x000f3716} {0x12}  }  { {    2} {    2} {  0} {0x00} {- 22} {0x31} {0x4000} {0x000f9fe6} {0x12}  }  { {    3} {    3} {  0} {0x00} {- 22} {0x31} {0x4000} {0x000008b6} {0x12}  }                                                            1   this example may show different length packets than you see.  

   8 - 2   em35x development kit user guide   120- 4030 - 000e   { {    4} {    4} {  0} {0x00} {- 22} {0x31} {0x4000} {0x00007186} {0x12}  }  { {    5} {    5} {  0} {0x00} {- 22} {0x31} {0x4000} {0x0000da57} {0x12}  }  { {    6} {    6} {  0} {0x00} {- 22} {0x31} {0x4000} {0x00014327} {0x12}  }  { {    7} {    7} {  0} {0x00} {- 22} {0x31} {0x4000} {0x0001abf6} {0x12}  }  { {    8} {    8} {  0} {0x00} {- 22} {0x31} {0x4000} {0x000214c6} {0x12}  }  { {    9} {    9} {  0} {0x00} {- 22} {0x31} {0x4000} {0x00027d96} {0x12}  }  { {   10} {   10} {  0} {0x00} {- 22}  {0x31} {0x4000} {0x0002e666} {0x12}  }  {{(rx)} test end}    >     to end the rx test, press the 'e' key .  to reset the rx test statistics, end and restart the rx test.   the test may also be run between an  em357   and an em250 using the  rangetest   application on the   em250 .  when  using  rangetest , the commands names are "receive" and "transmit . "   8.3   testing deep sleep current   ?   deep sleep current ca n be easily measured using the n odetest application running on a  breakout board .  deep sleep current can only be measured when pow er is supplied to the board fr om a source other than the  isa3 . the buffer logic on the  isa3   consumes extra current which will not allow for accurate measurements.   ?   if an  isa3   is connected to the  breakout board , then the  isa3 's target power select switch sho uld be  switched to  ext   (e xternal )   so that the  isa3   is not supplying power.    ?   supply p ower through the usb jack, the dc jack, or the  aaa  b attery  p ack .   ( the  usb jack is recommended  and reviewed in these  test  steps  because it  is the simplest . )    ?   rotate t he  vin_selector   jumper  (j2/ j3)  on the  breakout board   to  the v_reg position (pins 2 and 3) . if  power is supplied properly and all  four   power/led jumpers  (j2/j3, j4, j6, and j7)  in the upper left corner  of the board are installed, then only the red v _ usb led an d the green v _ mod led will be  illuminated .    ?   to properly measure current,  remove the  v_mod jumper ( j6 )   from   the breakout board . this ensures  that  the green v _ mod led is not being drive n .  if supplying voltage through the j8 battery connector, also  remove j7  so the v_batt led ds5 is not driven.   ?   remove  the v_mod_en jumper (j4) from the breakout board   to take current measurements. then,  connect  an ammeter in place of the jumper .   ?   if using em35x breakout board revision b0 or later, remove the dataflash   jumpers at j33 to isolate the  dataflash ic from the rest of the circuit.    

   8 - 3   em35x development kit user guide   120- 4030 - 000e   these jumper settings can be seen in  figure  8 - 1 .   figure  8 - 1 . jumper setting for deep sleep current testing     ?   given an rcm programmed with  nodetest , execute the "shutdown" command:   > shutdown  will wake from gpio activity on the following port pins:  port b, pin 6.  port c, pin 6.  entering sleepmode_powerdown via halsleep...  ?   once the node is asleep, disconnect the insight port cable, the dei cable, the rs232 cable, and remove all  four uart jumpers  (j22, j24, j25,  and  j26) from the breakout board  b etween the usb and rs232  connectors to obtain the lowest current settings. all other jumpers may remain installed .    ?   waking up is accomplished via either activity on the serialwire debugger or pressing button0 or button1.   to  measure deep sleep while  the  ins ight port cable is still attached, issue the "swjdisable 1" command in  nodetest   to disable the serialwire/jtag port ,   and place the swj pins in a low current state. while the swj is  disabled, the insight port/debugger will not be functional until either the   command "swjdisable 0" is issued or  the chip resets.  

   8 - 4   em35x development kit user guide   120- 4030 - 000e   8.4   example of  o pening ,  b uilding , and  p rogramming  a  s ample  a pplication   follow these steps to  open, build, and program the sink example application from the standard ember installer  directory.   1.   open the sink. eww file (sink workspace) in  iar embedded workbench for arm ( iar ) .  this can be done  by either double clicking the file c: \ program  fil es \ ember \ emberznet4.0.0 \ em35x \ app \ sensor \ ewb \ sink.eww or from inside of iar using file > open >   workspace and navigating to the sink.eww file.   2.   select project > make (f7) from inside of iar.   3.   after making the project, the s37 file used for programming is found at c: \ program  files \ ember \ emberznet4.0.0 \ em35x \ build \ sink - cortexm3 - iar - em357 - e m350 - dev0680 \ s ink.s37   4.   to program this file to the node, connect your  isa3   to the chip and your computer (this example  assume s   the  isa3   is connected via usb . see  the next section for how to program if the  isa3   is  connected via ethernet . )   5.   open a command line of your choice (such as dos or cygwin) .   6.   navigate to the directory c: \ program  files \ ember \ emberznet4.0.0 \ em35x .   7.   invoke the command "em3xx_load.exe" without any build options .  this will  ensure that  em3xx_load.exe can be found in your path   and will  cause em3xx_load.exe to print its on - line help  menu.   8.   to download the s37 file to the  em357   chip, from the tool directory invoke the command  "em3xx_load.exe ../build/sink - cortexm3 - iar - em357 - em350 - dev0680 /sink.s37" .   9.   download will complete when em3x x_load prints the string "run (by toggling nreset)" .   8.5   programming your  application  on the em357   programming  em357   flash is accomplished w ith the em3xx_load.exe utility. the em3xx_load utility is included as  part of the isa3 utilities installer, in the ?bin?   subdirectory. note that em3xx_load is not directly compatible  with the options used by em2xx_load for the em250 platform.   a complete summary of em3xx _load functionality with brief descriptions of e ach option can be found in  em3xx _load' s own help menu. inv oking "em3xx _load.exe" wi thout options or invoking "em3xx _load.exe  -- help"  will print this help menu.    the most common usage of em3xx _load is to simply program flash. em3 xx _load takes the s37 specific version of  motorola s - record file formats; which are fi les with the .s37 extension . if you are using a bootloader,  em3xx_load can also load an .ebl file.   given an s37 file called "file.s37", the most basic command for programming flash is simply :   em3xx_load.exe file.s37  em3xx _load will then print out the versi ons it is using, the devices it is connected to, the steps it is performing,  and programming progress.   by default, the last step em3xx _load performs is to run the chip by toggling the  nreset pin .   by default, em3xx _load.exe assumes the  insight  adapter  is co nnected via usb when no other options are given.  if the isa 3   is connected via ethernet,  use  the  -- ip option to specify the ip address or hostname of the isa 3   to be  used.  given an isa 3   with an ip address of 123.123.123.123, programming can be accomplished w ith the  command :   em3xx_load.exe  --ip 123.123.123.123 file.s37 

   8 - 5   em35x development kit user guide   120- 4030 - 000e   8.6   programming manufacturing  tokens   the em3xx_load  utility   has the ability to program manufacturing tokens much like the em2xx_patch tool did .  in  the case of the  em357 , these tokens are contained  in the customer information block ( cib ) . for  more  information on using the em3xx_load utility, refer to   document 120 - 4032 - 000,   em3xx utilities guide .    8.6.1   programming certificates & installation codes   certificates  and installation  codes can be programmed using  the same em3xx_load tool that is used to program  other tokens. there is a separate application note which describes the process in detail . for more information,  see   document 120 - 5058 - 000,   setting manufacturing certificates and installation codes .     8.7   using th e  debugger  in iar embedded workbench with an ember  insight adapter   1.   start iar embedded workbench. open the workspace (*.eww).   2.   select project  >   options. select the  debugger  >  j - link/j - trace category. select the connection tab.   3.   select tcp/ip communication and   enter the ip address of the  isa3 .   click ok.   4.   embedded workbench is not able to program the flash on the  em357 .   every time the project is re - built,  you  must manually load   it   onto the   em357   (using em3xx_load.exe) before starting a debug  session.   5.   once the correct image has been loaded onto the  em357 , select project   >  debug without downloading  to start the debug session.  
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